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ABSTRACT 

 

ARTICLE INFO 

Various exploits are being used to compromise the network.  These exploits are capable 

of breaking into any secured networks.  Thus, to secure the network we are combining 

features, functions and methodology of  IDS, IPS and Honeypot and making Intrusion 

Detection System more effective, accurate and responsive.  Honeypot are mirrored 

servers which appear as actual servers for attackers and maintains logs of intruding 

activities.  IDS detects the attack, and IPS takes actions as configured. Intrusion detection 

system (IDS) monitors the data packets and looks for intrusion, when such event occurs 

an alarm will get triggered resulting analysis of captured packets and corrective action 

taken by IPS if necessary.  This alert will activate IPS which will take preventive actions 

depending on the type of attack.  Featuring log analysis and capturing into our proposed 

system will enable security expert to investigate such events sophisticatedly.   
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I. INTRODUCTION 

 

In present era, many attackers attack the network so as to 

gain the information or damage the system. There are many 

existing standalone systems to detect and prevent the 

network from attacks like Firewall, Intrusion-Detection-

System(IDS) and Intrusion-prevention-System(IPS).To 

increase the security, we are combining the features of 

IDS,IPS and Honeypot.  The system analyses and tracks the 

behavior of the attacker by monitoring the network and 

capturing the log. The propose system has the sophisticated 

framework for investigating intruders as well as intrusion 

events. 

 

II.COMPONENT 

 

1. Intrusion Detection System 

 Capture 

 Decode 

 Preprocessor 

 Detect 

2. Intrusion Prevention System 

3. Honeypot 

 

 

 

4. Web page with connectivity (Interface) 

 Webpage 

 Database of Authentication Information 

 Trigger Software 

 

III. DESCRIPTION 

 

1. Intrusion Detection System: 

 

This module will detect if any attacker tries to intrude the 

host. It consists of following sub-modules: 

 

a. Capture: 

 

The incoming packets from the network are captured and 

verified using the length of the packet.Once the packet is 

captured the module will scan the packetand store the 

information like size of packet, size of header, type of flag 

related to file system, etc in the local buffer for decoding the 

packet.As the task of decoding the packet is done the 
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memory allocated to the pervious packet gets free and is 

reallocated for new packet. 

 

b. Decode: 

 

The captured packet will get decoded by calculating payload 

length, fragmentation andchecksum type. There are many 

decoding rules with unique sequence Id (Sid) and group id 

(Gid), defined to alert and drop the packet.  

 

c. Preprocessor: 

 

Proposed system uses different types of preprocessors like 

Normalize, Performance, Session, Arpspoof, Fragmentation, 

Httpinspect preprocessor etc. Depending on the decoding 

information of the packet the preprocessor will extract 

essential information by using its preprocessor rules.  

 

 

d. Detection Engine: 

 

This software uses SIGNATURE based pattern matching 

algorithm to detect the vulnerability of the packet. The 

information that is extracted from preprocessor is compared 

with signature database to analysis the behavior of packet. 

 

2. Intrusion Prevention System: 

 

As IDS will alert the intrusion, the IPS will be checking for 

false-positive of the alert generated. According to the result, 

the action will be performed as configured. 

 

 

3. Honeypot: 

 

Honeypot are mirrored servers which appear as actual 

servers for attackers.In proposed system, Honeypot will 

analysis and capture the logs of all the incoming packets to 

the host through network.    

 

 

4. Web page with connectivity (Interface): 

 

a. Web page: 

 

The web page will display gateway page for authenticated 

users and signup for new user registration purpose. There 

will be only one administrator who would have the 

configuration and maintenance access to the software and 

other users can only access statistical data. 

 

b. Database of Authenticated Information: 

 

The database will store username, password and all other 

details related to detection and prevention of an event or 

intrusion. Later on this information will be required for 

authenticating the user as well as to feed dashboard with 

statistical representation of captured, detected and handled 

event or intrusion. It will also store the login and logout 

timestamp of the registered user along with the role for 

further validation and auditing. 

 

c. Trigger Software: 

There will be different access rights are maintained for 

administrator and other users. Administrator will be having 

access to configure as well as to manage the software. Using 

sophisticated framework various commands for configuring 

and maintaining the software will be fired manually or 

automatically on command line at backend and result will 

be displayed on web frontend. Other users can only view the 

statistical data and not having rights to modify the same. 

 

IV. ARCHITECTURE OF PROPOSED SYSTEM 

 

 
 

Fig.1. Architecture of proposed system 

 

The architecture of proposed system consists of main server 

and its own mirrored image as Honeypot. IDS and IPS are 

eventually deployed on the gateway for analyzing incoming 

network traffic. The main server will be connected to ISP 

(Internet Service Provider) through external router. All 

incoming packets from external network will be first 

arriving on the mirror server i.e. Honeypot to a capture the 

logs. These packets will be passed to IDS, IPS to detect 

intrusion and to take preventive measures. If alert is 

generated the action will be performed by IPS as configured 

and if it is innocent packet then it will be passed to main 

server.  The log of all intruding packets will be captured at 

IDS and same will be send to security administrator for 

further investigation. 

 

V.RESULT 

 

 

1. User login page : Only authenticated users can able to 

login the SUSANC IDS. 
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2. Start IDS : Only administrator has access rights to start 

IDS and able to watch the result of every user by statistical 

data in form of pie charts and tables. User has rights to 

analysis and watch it's own IDS results in form of pie charts 

as shown 

.  

 
 

 
3. Technical result of IDS : 

 

 
 

4. Dynamic update of result : 

 

 
 

 

 

 

5. Honeypot results : 

 

 
 

VI. TEST CASES 

 

Test 

id 

Test case Expected 

Result 

Actual 

Result 

Pass/Fail 

1 If user enter 

correct 

username and 

password   

User 

Authentication 

and login 

User login Pass 

2 If user enter 

incorrect 

username and 

correct 

password 

Message 

display 

incorrect 

username or 

password 

Message 

display 

incorrect 

username 

or 

Password 

Pass 

3 If user enter 

incorrect 

password and 

correct 

username  

Message 

display 

incorrect 

username or 

password 

Message 

display 

incorrect 

username 

or password 

Pass 

4 Registration a. If register, 

then 

registration 

successful 

message. 

b. If not 

registered 

successfully, 

then message 

should be 

shown. 

a. If 

register, 

then 

registration 

successful. 

b. If not 

registered 

successfully 

the message 

shown to 

fill details 

properly. 

Pass 

5 SQL 

injection to 

username and 

password 

Login failed.  Login 

failed.  

Pass 

6 

 

Appropriate 

access rights 

to particular 

user. For 

example: To 

view detailed 

log and to 

start 

application is 

allowed only 

for 

administrator. 

Data visible to 

logged in 

users 

according to 

his access 

rights. 

Data visible 

to logged in 

users 

according 

to his 

access 

rights. 

Pass 
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7 Start 

application 

Command 

fired on 

command 

prompt which 

is then 

executed and 

application 

starts running. 

Command 

fired on 

command 

prompt 

which is 

then 

executed 

and 

application 

starts 

running. 

Pass 

8 Detect the 

packets 

coming to the 

host 

Packets with 

its IP address 

are displayed 

on command 

prompt.   

Packets 

with its IP 

address are 

displayed 

on 

command 

prompt.   

Pass 

9 Log detected 

packet in file 

A log file is 

generated 

which will log 

the details of 

detected 

packet. 

A log file is 

generated 

which will 

log the 

details of 

detected 

packet. 

Pass 

10 Logs stored 

by Honeypot. 

Logs stored 

successfully 

by Honeypot 

Logs stored 

successfully 

by 

Honeypot 

Pass. 

 

VII.  CONCLUSION 

 

The existing software systems are not able to properly 

identify intrusion as they are overburdened with other 

security controls and rolls. To overcome the same drawback, 

proposed system has introduced two highlighting modules: 

1) Mirrored module 

2) Detection Module 

The proposed system is more stable and precise on 

operating system platform also on detection ratio.Inherited 

use of two modules, proposed system has increased its 

efficiency in detection and low response time with high ROI.  

Along with this the proposed system have introduced a 

sophisticated and interactive user friendly interface to 

configure and monitor the software and also to analyze and 

log the behavior of the intruder and intruding events.  Also 

the Honeypot module gives ability to proposed system to 

successfully mirror deployed platform and attract attackers 

for further RnD. 
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